Rapport de tests

Configuration des vlans et du dhcp :

Lorsque I'on assigne le tag vlan 50 au network device de la machine sur proxmox alors

celle-ci prend bien une ip du vlan 50
X PRO > MO X Virtual Environment 8.4.0 Search

192.168.1.77:
Server View &

Virtual Machine 104 (WinUse2) on node 'parker

£ Datacenter (web-hub)
B parker

& Summary Add

& 200 (qdevics) | >— Console @ Memory 20068
& 201 (glpiweb) 7 Hardware i Processors 2 (1 sockets, 2 cores) [x86-64-v2-AES]
& Cloud-init & BIOS Default (SeaBIOS)

TS WSs | % Optins O Display Default
3107 (veeam) (= Task Histary < Machine pe-i4406-9 24pvet

localnetwark (pa ) £ SCSI Controller VirllO SCS single
&0 local parker) | O & Hard Disk (ide0) local-zfs-vm-104-disk-0 size=326
Z[Jlocalzfs (parker B Backup ® CD/DVD Drive (ide2) local:isofwindows 10x64.is0,media=cdrom,size=4802624K

[ richards 3 Replication = Network Device (net0) 1000=BC:24:11:19:3¢:CF.bridge=vmbr1. firewal m

& 102 (WireGuard|
&5 106 (portiolio)
[ 100 (piSense) ¥ Firewall
3 101 (WinUse1) | w® Permissions
3 103 (WinSrv1)

) 106 (truenasy

localnetwork (ric

D Snapshots

£ (] local (richards)
£ [Jlocal-zs (richar.

X PROXMD X vitual Environment 840 Search

Server View #  Virtual Machine 104 (WinUse2) on node ‘parker

= Datacenter (web-hub)

B parker & Summary Add Remove | Edi | Disk Action

& 200 (qdevice) ~ >— Console & Memory 200 GiB

© 201 (glpiweb) 03 Hardware M Processors 2 (1 sackets, 2 cores) [x86-64-v2-AES]

?ﬁgj E\!m‘lj:z) & Cloud-Init E E!\.OS Default (SeaBIOS)

1105 (Wingm2) | Options 2 Display Default

22107 (vesam) S Task History ©f Machine pc-i4405-9 2+pvel

localnetwork (pa ) = SCS Controler VirllO SCSI single

= local (parker) © M & Hard Disk (ded) local-zfs vm-104-disk-0,size=32G

= (Jlocal-zfs (parke. Bl Backup ® CDIDVD Drive (ide2) local isofwindows10x64 iso, media=cdrom,size=4802624K
[ richards 3 Replication = Network Device (net0) 21000=BC:24:11:19:3C:CF, bridge=vmbr1. frewali=1

© 102 (WireGuard
© 108 (portfolio)
[ 100 (pfSense) | © Firewall
G} 101 (WinUset) = w Permissions
G} 103 (WinSrv1)

) 106 (truenas)

localnetwork (ric

D Snapshots

: lundi
lundi

£ (] 1ocal (richards)
£ []1ocal-zfs (richar.

Tunnel VPN fonctionnel depuis un autre réseau :
L'acceés a l'infra fonctionne aussi :

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1000
c 5° https://192.168.1.77:8006/# 8:4 ® L 7 = :
® ~ O & L2 AL % * L e s e 1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00

Pl = Greae it | © Creatoor inet 127.0.0.1/8 scope host lo

valid_1ft forever preferred_1ft forever

X PROXMO X Virual Environment 8.4.0 5

Server View # ' Datacenter © Hep inet6 ::1/128 scope host noprefixroute
5 Datacenter (web-hub) valid_1ft forever preferred 1ft forever
B parker Q Search Search [2: enp3s@fe: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc fq_codel state DOWN group default qlen 1
000

© 200 (qdevice) Type Description Disk usage Memory us

© 201 (gi-web) & Summary ! link/ether f4:a8:0d:99:20:65 brd £f:ff:ff:ff:ff:ff

© 202 (gi-ch) O Notes © e 200 (qdevice) 18.1% 86% inet 169.254.11.78/16 brd 169.254.255.255 scope link enp3s@fe:avahi

) 104 (WinUse2) - @ Ix 201 (glpi-web) 174% 142% valid_1ft forever preferred_lft forever

Clster 5 5 3: wlp6s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default qlen 1000
G2 105 (WinSrv2) O Ix 202 (glpi-db) 157 % 421%
@ Ceph link/ether cc:Se:f8:4b:le:ch brd Ff:ff:ff:ff:ff:ff

3 107 (veeam) © Ixc 102 (WireGuardLAN) 75% 35%

inet 172.30.71.86/24 brd 172.30.71.255 scope global dynamic noprefixroute wlp6se

localnetwork (parker) @ Options © he

H 108 (porfolio) 50% 22% valid_1ft 3554sec preferred_1ft 3554sec
[Jlocal (parker) & Storage B node parker 04% 953% inet6 fe80::519b:94d3:882a:18a4/64 scope link noprefixroute
(Jiocal-zfs (parker) Bacun B rode  richards 01 s11% valid_1ft forever preferred 1ft forever
B richards = = . 5: wg@: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1380 qdisc noqueue state UNKNOWN group default qlen 1000
© 102 (WireGuardLAN) 13 Replication gemu 104 (WinUse2) 00% 708% 1ink/none
© 108 (portfolio) o Permissions Q) qemu 105 (WinSnv2) 00% 729% inet 10.0.0.2/24 scope global wgo
G} 100 (piSense) & Users S} gemu 107 (veeam) 00% 673% valid_1ft forever preferred_lft forever
53101 (WinUse1) G} qemu 100 (pfSense) 00% 709% nZ8TPGOAT : ~$
3} 103 (WinSrv1) B [
G} qemu 101 (WinUse1) 00% 708%
G} 106 (truenas) @ Two Factor
localnetwork (fichards) # Grous G} qemu 103 (WinSrvi) 00% 764%
[Jiocal (richards) Q) qemu 106 (truenas) 00% 943%
W Pools

[Jlocal-2fs (richards)

localnetwork (parker)




Redondance AD, DNS + DHCP Failover :
Si WinSrv1 tombe en panne, les machines clientes récupérent une adresse ip, peuvent se

connecter au domaine et résolvent des noms DNS grace au WinSrv2 :

£ Datacenter (web-hub)
[ parker

© 200 {adevice)

© 201 (glpi-web) v e

& 202 (gipi-db) —_

C3 104 (WinUse2)

07 {veeam)

[ Invite de commandes

localnetwork (parker)
local (parker)
= [Jlocal-zfs (parker)
[ richards
© 102 (WireGuardLAN)
& 108 (portfolio)
G2 100 (pfSense)
) 101 (WinUset)
G 106 (truenas)

localnetwork (richards
local (richards)
local-zfs (richards)

0 Clusterlog

Qbnrt Timan

Test et restauration des snapshots sur TrueNAS :
Les snapshots sont bien créée tous les jours :

D COMMUN auto-01-06-2025_0 *
D COMMUN auto-02-06-2025_0 ’
D COMMUN auto-31-05-2025_0 +
D COMMUN/COLLABORATEURS auto-01-06-2025_0 ’
D COMMUN/COLLABORATEURS auto-02-06-2025_0 +

Création d’une snapshot pour le test :

Snapshot L | [ || 5| COLLABORATEURS - o X
Dacasac Accueil Partage Affichage o
COMMUN/COLLABORATEURS &« “ 4 . « nas » COLLABORATEURS v @ | Rechercher dans: COLLABOR... 0 ~®
Name "~ Nom Modifié le Type
manual-2025-06-02_20-55 7 Accés rapide ®
s —| Nouveau document texte 2 Documi’
ureau
Nouveau dossier 157 Dossier
Naming Schema J Télechargems ~®
=| Documents |
[0 Recursive (@) = Images
Jﬁ. Musique
SUBMIT B Vidéos
= | @ OneDrive B
3 rene il (RS 2

2 élément(s) 1 élément sélectionné 0 octet(s) =



Suppression des dossiers/fichiers :

Snapshots Q_ Filter Snapshots m =
(] Dataset Snapshot
I:' COMMUMN/COLLABORATEURS auto-02-06-2025_00-00
I:' COMMUN/COLLABORATEURS auto-31-05-2025_00-00
I:I COMMUN/COLLABORATEURS manual-2025-06-02_20-55
O eEnmrrrmre— M 1 = | COLLABORATEURS — O >
Fichier Accueil Partage Affichage - @
[ COMMUN/DIRECTI < ~ “ L <« nas » COLLABORATEURS - o Rechercher dans : COLLABOR... © >
2 MNom - Modifi€ e Type |
6-10 of 34 # Acces rapide .

B Bureau - Le dossier est vide.

4 Téléchargem: -+

Documents =
Je cherche la snapshot dans Storage > Snapshots, la déplie avec la fleche bleu > et clique
sur rollback :

] COMMUN/COLLABORATEURS manual-2025-06-02_20-55 i
DATE CREATED USED REFERENCED
2025-06-02 20:58:50 85.25KiB 127.88 KiB

B DELETE I[C) CLONETO NEW DATASET £0) ROLLBACK

Dataset Rollback From Snapshot

Use snapshot manual-2025-06-02_20-55 to roll
COMMUN/COLLABORATEURS back to 02/06/2025
20:58:507?

Stop Rollback if Snapshots Exist: (3)

Newer Intermediate, Child, and Clone (3)

(O Newer clone
(O No safety Check (CAUTION) (D

1 confirm

WARNING: Rolling the dataset back destroys data on the
dataset and can destroy additional snapshots that are
related to the dataset. This can result in permanent data
loss! Do not roll back until all desired data and snapshots
are backed up.

ROLLBACK

g




Les fichiers/dossiers sont récupérés :

SnaF . COLLABORATEURS - d >
<« v A~ e« nas » COLLABORATEURS w| @ Rechercher dans : COLLABOR... @ c
2 Maom a Modifié le Type
#F Acces rapide
D B Burcau Mouveau dossier 02/06/2025 20:57 Dossier
=] Nouveau document texte 02/06/2025 20:54 Docurm
; Téléchargems
i = Documents
& | Images
L s v £ > !
D 2 élément(s) =
D COMMUN/COLLABORATEURS manual-2025-06-02_20-55 b
DATE CREATED USED REFERENCED
2025-06-02 20:58:50 0.10 bytes 127.88 KiB

B DELETE IC] CLONE TO NEW DATASET

1-50f34

£ ROLLBACK

Simulation d’'une panne disque dur et remplacement du disque défectueux :

J'éteins la VM truenas et détache un disque :

& Datacenter (web-hut

By parker & Summary Add
& 200 (gdevice) = > Console &= Memory
0> 201 (glpiweb) 0 Hardware i Processors
O 202(gid0) g i & BIOS
G2 104 (WinUse2) S
) ispla
L 105 (WinSrv2) % Options o —
Machine
G} 107 (veeam) Task History
222 localnetwork (p © Monit £ SCSl Controller
onitor o
= [Jlocal (parker) & Hard Disk (ide0)
£ [local-zfs (park Backup (8 CD/DVD Drive (ide2)
[ richards 13 Replication & Hard Disk (sata0)
0102 (WireGluan ‘D Snapshots & Hard Disk (sata1)
- 108 (portfolio) . B Hard Disk (sata2)
L2 100 (pfSense) U Firewall o Hord ik X
t
G} 101 (WinUse1) o Permissions ard Disk (sata3)
m 103 {WinSr\r1) £ Hard Disk [satad)
106 (truenas) = Network Device (net0)

£22 localnetwork (ri
= (] local (richards
2 (] local-zfs (richa

Detach @ Edit Disk Action

Revert

16.00 GiB

2 (1 sockets, 2 cores) [x86-64-v2-AES]

Default (SeaBIOS)

Default

Default (i440fx)

VirtlO SCSI single

local-zfs:vm-106-disk-0 size=32G

local:isoMrueNAS-13.0-U6.7 iso,media=cdrom, size=1024606K
local-zfs:vm-106-disk-1,size=32G

local-zfs:vm-106-disk-2 size=32G

local-zfs:vm-106-disk-3,size=32G

local-zfs:vm-106-disk-4,size=150G
local-zfs:vm-106-disk-5,size=150G
e1000=BC:24:11:7C:F5:84 bridge=vmbr1 firewall=1,tag=50



Confirm )

Are you sure you want to detach entry "Hard Disk (sata2)

B T

Ajouter un disque de méme taille que ceux dans votre raid :
& Hard Disk (sata2) local-zfs:vm-106-disk-6,size=32G

Redémarrer la VM, allez dans Storage > Pools, allez sur la pool qui est en état degraded et
cliquez sur I'engrenage, puis status :

3

COMMUN  (System Dataset | DEGRADED 4 || 73.8 MiB (0%) Used | 57.68 GiB Free ¢ A

[= RN LY

sed # Available Compression Compression Readonly Dedup ( Pool Actions

* + Ratio = = s
Pool Options -
1.8 MIB 5768GIB lz4 9.80 false OFF -
| Export/Disconnect
Add Vdevs
VeeamBackup ONLINE @& | 11.15GiB (8%) Use A
Scrub Pool
Mame # Type = Used ¥  Available  Compress Status® Ded
Expand Pool
“ WeeamBackup FILESYSTEM 11.15GiB 131.28GiB |z4 OFF

Cliquez sur les 3 petits points du disque défectueux puis replace :

Pool Status

SCAN
Status: None requested

Mame = Read & Write  Checksum %  Status
 /mint/COMMUN 0 0 0
Edit
~ RAIDZ1 0 0 0 Offline
ada2 0 0 0 Replace @

/dev/gptid/040f74b4-3bd6-11f0-ab3fb.. 0 0 0 UNAVAIL :




Replacing disk /dev/gptid/040f74b4-
3bdé6-11f0-ab3f-bc24117cf584

Member disk
ada3 @

[] Force 3

REPLACE DISK

B

Pool Status m

RESILVER

Status: FINISHED

Errors: 0

Date: 2025-06-02 21:36:49

Name # Read #* Write # Checksum # Status #
¥ /mnt/COMMUN 0 0 0 ONLINE
~ RAIDZ1 0 0 0 ONLINE

adal 0 0 0 ONLINE 3

ada2 0 0 0 ONLINE E

ada3 0 0 0 ONLINE E

Vérifications et restauration pour Veeam Backup :
On peut déja voir que les backup on été réalisé avec succes :

« v » Réseau » nas » saves » WindowsServer-Backup » 192.168.50.11
Mom Modifié le Type
7 Accésrapide
I Bureau -
I Téléchargement: #

2 WindowsServer-Backup - 192.168.50.11D2025-05-30T114936_6414
B WindowsServer-Backup - 192.168.50.11D2025-05-30T220016_0504
% WindowsServer-Backup - 192.168.50.1102025-05-31T220250_5839
Documents 4 b WindawsServer-Backup - 192.168.50.11D2025-06-017220017_8C04
=] Images #* WindowsServer-Backup - 192.168.50.11
System32

Veeam full backup file
Veeam incremental backup file
Veeam full backup file

Veeam incremental backup file

Veeam backup chain metadata file

O cePC

ol Lecteur de CD (D:) 55
boat
efi
sources

support
Bl Lecteur de CD (E) VE
o Réseau

~

Taille
5379 880 Ko
447588 Ko
5762 392 Ko
191724 Ko
116 Ko



Allez dans la console Veeam, Backups, clic droit sur votre serveur

Home Q Type in an object name to search for
‘ "..ﬁ Jobs Job Mame T Creation Time Restore Points Repository
Q\F‘E Backup ] Is_hl WindowsServer-Backup 30/05/202511:49 TrueMNAS-Re
] Eé_' Backups E=- Win5rv2.3nz.corp 01/06/2025 22:00 4
I%I Disk E' Instant recovery...
A E';!' Last 24 Hours QHCI Volume restore...
[% Success |"~ Restore guest files 4 ||;Tg- Microsoft Windows...
! Restore application items LA Linux ankSther...
[*j Restore to Amazon EC2...
C;l Restore to Microsoft Azure...
Q Restore to Google CE...
¥ Restore entire VM to Nutanix AHV...
g Restore entire VM to Proxmox VE...
W Restore entire VM to oVirt KVM...
= Restore virtual disks to oVirt KVM...
ﬁ Home a
I Create recovery token...
nventory ] Create recovery media...
& :
G =§ Export content as virtual disks...
E’g Backup Infrastructure % Publih disks..
‘?E% Storage Infrastructure I:I-u Export backup...
- & Scan backup...
Tape Infrastructure 5y Delete from disk
@ Files "] Properties
il L 2
File Level Restare >
Restore Point
Select the restore peint to restore guest O5 files from.
_ VM name: WinSrv2.3nz.corp Original host:  veeam.3nz.corp
VMsize:  9.7GB
Reason
Available restore points:
Summa
L Created Type Backup
I:Lﬁ less than a day ago (22:00 dimanche ... Increment WindowsServer-Backup
@ 1 day ago (22:00 sarmedi 31/05/2025) Full WindowsServer-Backup
(’5 2 days ago (22:00 vendredi 30/05/2025)  Increment Windows5Server-Backup
I:Lﬁ 3 days ago (11:49 vendredi 30/05/2025)  Full WindowsServer-Backup
< Previous Browse Cancel




File Level Restore

*
Reason

Type in the reason for performing this restore operation. This information will be logged in the restore sessions histery for later
reference.

Restore Point Restore reason:

Pour le fun

Summary

[J Do not show me this page again

< Previous | | Mext = !}‘ Browse

File Level Restore

X
Summary

Rewview the restore settings, and click Browse to exit the wizard and open Backup Browser, where you will be able to select the
files to restaore,

Restore Point Summary:

VM Name: WinSre2.3nz.corp
VM Size: 9,7 GB

Original host: veeam.3nz.corp

Reazon

Restore point: less than a day ago (22:00 dimanche 01/06/2025)

Mext = | ErowsehJ | Cancel




.

=

olde Mount te
D Console

Mavigation

Navigation
4 §3 WinSrv2.3nz.corp
4 Eg= G\
SRECYCLE.BIN
SWinREAgent

> | Documents and Settings
Perflogs
Pragram Files
Program Files (x86)
ProgramData
Recovery
Systern Volume Information
Users

Windows

COMPLETE!

Application
Items -

Actions

Mame

orp as of less than a day ago (22:00 dimanche 01/

/2025) - Backup Browser

: Starting restore session...

Application
Items -

Actions

Mame T

g O




Test du Fail2Ban & Intrusion

Pour ce test, je vais avec un réseau différent du mien faire des requétes douteuses, je me
rends sur 'url https://corp.3nz.fr/wp-admin et jactualise pleins de fois.

On ouvre le terminal pour voir le ban en direct
tail —-f /var/log/failZban.log

Avec cette commande on peut voir I'attaque en direct :

"-" "Mpzilla/5.0 (X11l; Linux

L'ip a bien été banni :

root@ReverseProxy:~f failZban-client status nginx-botsearch
Statu=s for the jail: nginx-botzearch

|- Filter

| |- Currently failed:

| |- Total failed:

0
| - File list: fvarflog/nginx/a

*— Actions
|- Currently banned: 1
|- Total banned: 1
*— Banned IF list: 37.170

Et je n’ai plus accés au site sur mon smartphone :

@ i& conp.3nz.fr/#

Address Mot Found

The browser could not find the host server for the provided address.

g errers such as ww exarmple com

to load any pages, check your device's data or


https://corp.3nz.fr/wp-admin

Test de la GPO de sécurité des disques amovibles sur les postes utilisateurs :

Je branche une clé usb physique sur mon serveur, puis jajoute depuis l'interface Proxmox
un USB Device :

&5 Datacenter (web-hub)

- [y parker
107
108

& Summary Add

»_ Console & | Hard Disk
CD/DVD Drive
Metwork Device
EFI Disk

TPM State

USB Device
PCI Device
Serial Port
Cloudinit Drive

glpi-web)

(
(glpi-db) ] Hardware

O]

110 (team-speak. ..
N & Cloud-Init
113 (3nzCorp)

115 (ZabbixSrv) £ Options

123 (TeleportSrv... Task History
5! 104 (W10-User) _.
:1 105 (veeam-dat...

109 (pfSenseSla... = Backup
G 114 (WinSrv2) 13 Replication
116 (TP-pfsense._.
(
(

@& Monitor

] HidD D 1l

Audio Device
VirtlO RNG
Virtiofs

'D Snapshots
117 (TP-Window. ..

118 (TP-Window... U Firewall

L G-

() Spice Port

(") Use mapped Device

(@) Use USB Vendor/Device ID
Choose Device: DataTraveler 3.0 (0951:1666)
() Use USB Port

@ Help

L’'accés est refusé a I'utilisateur en I'occurrence Luc Durand :

Ermnplacement non dispoenible >

e B\ n'est pas accessible,

Acces refusé.




